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Introduction

Designed and developed by San Francisco-based OpenAl, ChatGPT emerged as one of the most
influential Artificial Intelligence (AI) based language models and is capable of mimicking
conversations with humans [1-2]. Surpassing this, GPT-4 has taken the stage now. More than ever,
GPT-4 fosters collaboration and creativity. It can produce, edit, and collaborate with users on
artistic and technical writing jobs, including song writing, screenwriting, or figuring out a user's
writing style. GPT-4 can generate descriptions, classifications, and analyses based on the inputs of
photographs. GPT-4 can also process more than 25,000 words of written content, making it
suitable for tasks like creating long documents, having lengthy discussions, and performing
research and evaluations [3-4].

ChatGPT and its abilities

Although Al-based language models like ChatGPT-4 have shown outstanding capabilities, it is
unclear as to how effectively they will work in everyday circumstances, especially in sectors like
healthcare where nuanced reasoning at an advanced level is required [5]. ChatGPT-4 recognises
and responds to numerous conversational inputs in healthcare, including enquiries, complaints,
and instructions. It can communicate with patients in a natural and human-like manner, which is
useful for chatbots, customer service representatives, and virtual assistants [6]. ChatGPT-4 may
improve patient outcomes by increasing adherence to treatment regimens and providing more
practical and accessible care than a human healthcare practitioner [7]. Patients may find ChatGPT-
4 to be a convenient and welcoming way to obtain information and advice while determining how
to manage their ailment. It provides solutions to patient inquiries, increasing satisfaction and
decreasing the need for human care. It improves communication among patients, insurance
companies, and healthcare experts [9]. ChatGPT-4 may assist in providing relevant stakeholders
with timely access to essential healthcare information [10]. Also, patients who live in
disadvantaged or remote regions may have difficulty physically meeting a licenced healthcare
specialist. These individuals can sort the help of ChatGPT-4 to obtain assistance and knowledge
from a reliable source, even if they are unable to visit the healthcare facility physically [11].

In addition to this, ChatGPT-4 can also support healthcare staff with mundane tasks such as report
preparation and medical record transcribing [12]. The GPT-4 system should be trained to
transcribe patient medical records, allowing medical professionals to spend more time connecting
accurately and swiftly with patients and providing empathetical care. It can also reduce the
likelihood of medical record mistakes [13]. However, these specialised natural language processing
(NLP) algorithms trained on (bio)medical datasets pose a risk for vital clinical applications, as the
most recent versions of ChatGPT have only average or 'passing' results in several assessments and
are undependable for real clinical use [14].
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Despite the numerous advantages that the newer versions of ChatGPT could provide, the ethical
issues that stand ahead pose the major challenge to the successful implementation of such novel
Al-based innovations. Ethical considerations surrounding using ChatGPT-4 in healthcare include
data privacy and security, intellectual property, transparency and accountability, bias and fairness,
misinformation, autonomy, misuse and abuse [15-16]. Particularly, the use of AI systems like
ChatGPT-4 in healthcare raises significant privacy and data security concerns, particularly
regarding the handling of sensitive health information.

Privacy and Security

To ensure privacy and data security, Al developers and policymakers must ensure compliance
with data protection requirements. They must adhere to regulatory frameworks such as the Health
Insurance Portability and Accountability Act (HIPAA) [17] and the General Data Protection
Regulation (GDPR) [18]. These standards outline procedures for managing, storing, and
distributing confidential health data in an encrypted format. The HIPAA Privacy Rule's main
purpose is to ensure that the health data of patients are appropriately protected while enabling the
exchange of health information required to provide and foster superior medical care, as well as
safeguard the public's health and well-being [19]. At the same time, the General Data Protection
Regulation (GDPR) is a regulatory framework that establishes criteria for the gathering and
handling of identifiable data from individuals living in and outside of the European Union (EU).
The GDPR was approved in 2016, and its goal is to offer customers access to their private data by
holding corporations accountable for how this data is handled and used [20].

Integrating privacy and data security into all stages of AI development is critical for assuring robust
patient data protection. Developers may create Al systems that prioritise data protection from the
start by adding privacy by design principles. Health data such as patients’ personal information,
disease history, treatment history, insurance policies etc, are highly sensitive and personal and
need to be safeguarded by the information users. Any unauthorised disclosure or theft of data will
lead to serious consequences. Thus, protecting and handling patients’ health information is crucial
in the cybersecurity of the healthcare industry. Thus, when Al models like ChatGPT-4 are to be
implemented to advance the healthcare field, precautions and measures should be taken to secure
patient data. This could be possible by encrypting the medical data with multi-factorial
authentication such that unauthorised access to information can be prevented. Upgrading the
software with the latest security patches and intrusion detectors may also be necessary. Also,
evaluating and controlling possible risks to security regularly can assist medical organisations in
discovering and fixing bugs before they are misused [21-22].

It is also critical to provide patients with clear and accessible consent methods for data sharing and
processing to maintain control over their health information. There are many ethical and legal
challenges alongside implementing Al systems like ChatGPT in healthcare and obtaining
informed consent. Al literature's emphasis on transparency and explain ability is important to the
idea that consent should be informed. Even though the focus is frequently on technologists, this
presupposes that all stakeholders--those impacted by the Al component's output, those utilising it
for decision assistance, and those designing it--are equally responsible for the consent process [23-
24]. Thus, Al developers should prioritise transparency in their data management practices and
give patients the tools they need to make informed data decisions.

Finally, data minimization and anonymization approaches can assist in protecting patient privacy
while allowing Al systems to get significant insights from health data. Data minimisation is one
of the directions in many privacy rules and data protection acts, and it refers to the practice of
restricting private data gathering and processing to only what is essential to serve a given goal [25].
On the other hand, anonymisation is the process of altering one's identity into something
unrecognisable so that the action of establishing an association with one's original identification is
permanent [26]. The introduction of Al-based systems like ChatGPT should ensure that this big
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medical data is handled ethically, and patient information is highly protected so that there is no
secondary flow of information. Leakage of such personal information can lead breach of trust and
reliability of healthcare systems [27]. As data minimisation and anonymisation play key roles in
safeguarding patient health records, techniques such as differential privacy can be used to add
statistical noise to data while maintaining individual privacy and preserving the data's utility for
Al systems.

Conclusions

Thus, the integration of ChatGPT in healthcare has the potential to enhance patient outcomes and
optimise healthcare delivery. However, it is of the utmost importance to protect patient privacy
and ensure data security by following regulations such as HIPAA and GDPR, as well as
implementing principles such as informed consent, transparency, data minimization, and
anonymization, where patients are informed about the way the information they provide is being
used, what dangers may be involved in it, and what strategies are being put in place to safeguard
their privacy. Patients should also be given the right to decline using ChatGPT or any other likely
Al model. Furthermore, to ensure the successful implementation of Al models like ChatGPT,
developers, as well as healthcare providers, must be clear about how they use such technology to
retain and manage any data that is collected.
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